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Appendix A 
 

Required Security Signs and Postings 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Security Sign Group Decision Chart on Following Page 
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Is it a Property Protection Area 
(PPA)? 

YES Is it within an existing 
fenced PPA? 

NO

Sign Group A required 

Will a fence be erected 
around the PPA? 

YES 

Is it a Limited Area (LA)? Is it within an existing LA?

Does the existing LA have 
an outer fence? 

Sign Group C required 

Sign Group D required 

Is it an Exclusion Area (EA)? Is it within an existing EA 
or LA? 

Sign Group E required 

Will the new EA have an 
outer fence? 

Sign Group E required 

Sign Group F required 

Sign Group D 
required 

Sign Group C 
required 

Will the new LA have an 
outer fence? 

YES

YES
YES

YES YES

YES

NO

NO

NO

NO

NO 

NO 

NO

Sign Group B required 

YES 

Sign Group A required NO

YES
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Security Sign Groups 
 
 
Sign Group A 

Sign Required Location 
No Trespassing At main entrances 
Prohibited Articles At main entrances 
Property Protection Area, U Within the PPA building 

 
 
Sign Group B 

Sign Required Location 

No Trespassing At main fence entrances and every 300' 
feet along the fence 

Prohibited Articles At main fence entrances 
Property Protection Area, U Within the PPA building 

 
 
Sign Group C 

Sign Required Location 
No Trespassing At main entrances 
Prohibited Articles At main entrances 
Controlled Articles At main entrances 
Atomic Weapons and Special Materials 
Rewards Act At main entrances 

Limited Area, Q At main entrances 
L in Area Within the LA building (when needed) 
U in Area Within the LA building (when needed) 
Limited Area, Q or L Within the LA building 
Cell phones and 2-way pagers At main entrances 

 
 
Sign Group D 

Sign Required Location 

No Trespassing At main fence entrances and every 300' 
feet along the fence 

Prohibited Articles At main fence entrances 
Controlled Articles At main fence entrances 
Atomic Weapons and Special Materials 
Rewards Act At main fence entrances 

Limited Area, Q At main fence entrances 
L in Area Within the LA building (when needed) 
U in Area Within the LA building (when needed) 
Limited Area, Q or L Within the LA building 
Cell phones and 2-way pagers At main fence entrances 
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Sign Group E 
Sign Required Location 

No Trespassing At main fence entrances and every 300' 
feet along the fence 

Prohibited Articles At main entrances 
Controlled Articles At main entrances 
Atomic Weapons and Special Materials 
Rewards Act At main entrances 

Exclusion Area, Q At main entrances 
L in Area Within the LA building (when needed) 
U in Area Within the LA building (when needed) 
Cell phones and 2-way pagers At main entrances 

 
 
Sign Group F 

Sign Required Location 

No Trespassing At main fence entrances and every 300' 
feet along the fence 

Prohibited Articles At main fence entrances 
Controlled Articles At main fence entrances 
Atomic Weapons and Special Materials 
Rewards Act At main fence entrances 

Exclusion Area, Q At main fence entrances 
L in Area Within the LA building (when needed) 
U in Area Within the LA building (when needed) 
Cell phones and 2-way pagers At main fence entrances 
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Sign Details 

 

Sign Image Message Size Colors Material 

No Trespassing 

 

No Trespassing 
By Order of the United States Department of Energy 
Whoever willfully violates these regulations shall, 
upon conviction, be punishable by a fine of not more 
than $5,000. Whoever willfully violates these 
regulations with respect to any facility, installation, or 
real property enclosed by a fence, wall floor, roof, or 
other structure barrier, shall be guilty of a 
misdemeanor and, upon conviction, shall be 
punished by a fine not to exceed $100,000 or 
imprisonment for not more than 1 year, or both. (Title 
42, United States Code section 2278(a); Title 18,  
United States Code section 3571). 
By authority of section 229 of the Atomic Energy Act 
of 1954, as amended (Title 42, United States Code 
section 2278(a)). 
The unauthorized entry upon any facility, installation, 
or real property subject to the jurisdiction, 
administration, or in the custody of the Department of 
Energy, which has been designated as subject to the 
provisions contained in the Title 10 Code of Federal 
regulation, Part 860, is prohibited. The unauthorized 
carrying, transporting, or otherwise introducing or 
causing to be introduced, any dangerous weapon, 
explosive, or other dangerous instrument or material 
likely to produce substantial injury or damage to 
persons or property, into or upon such facility, 
installation, or real property is likewise prohibited. 
United States Code, 2278(a) and Title 10, Code of 
Federal Regulation, Part 860 of the rules and 
regulations of the Department of Energy, this facility, 
installation, or real property has been designated as 
subject to these regulations by the United States 
Department of Energy. Trespassers may be subject 
to the provisions stated above. 

11x14 Black on Yellow Posted Outside: 18 gauge 
sheet metal 
 
Posted Inside: Laminated or 
Foam Board 
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Prohibited 
Articles 

 

Prohibited Articles 
Prior Authorization is Needed for Admitting: 
Dangerous Weapons 
Explosives 
Other dangerous instrument or material likely to 
produce substantial injury or damage to persons or 
property (Title 10 Code of Federal Regulations S 
860.4) 
By Order of the United States Department of Energy 
Packages, vehicles, and hand-carried items may be 
inspected to insure compliance. 

12x21 Red on White Posted Outside: 18 gauge 
sheet metal 
 
Posted Inside: Laminated or 
Foam Board 

Controlled 
Articles 

 

Controlled Personal Articles 
No Cell Phones 
No Cameras 
No 2-way Pagers 
No 2-way Radios  
No Other Personal Electronics 

12x21 Red on White 
preferred 

Posted Outside: 18 gauge 
sheet metal 
 
Posted Inside: Laminated or 
Foam Board 

Atomic Weapons 
and Special 

Materials 
Rewards Act 

 

Atomic Weapons and Special Nuclear Materials 
Rewards Act 
(Public Law 84-165, as amended by Public Law 93-
377) 
“SEC. 2. Any person who furnishes original 
information to the United States – 
(a) leading to the finding or other acquisition by the 
United States of special nuclear material or an 
atomic weapon which has been introduced into the 
United States or manufactured or acquired therein 
contrary to the laws of the United States, or 
(b) with respect to the introduction or attempted 
introduction into the United States or the 
manufacture or acquisition or attempted manufacture 
or acquisition of, or a conspiracy to introduce into the 
United States or to manufacture or acquire, special 
nuclear material or an atomic weapon contrary to the 
laws of the United States, or 
(c) with respect to the export or attempted export, or 
a conspiracy to export, special nuclear material or an 

14x20 Black on Yellow Posted Outside: 18 gauge 
sheet metal 
 
Posted Inside: Laminated or 
Foam Board 
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atomic weapon from the United States, shall be 
rewarded by the payment of an amount not to 
exceed $500,000. 
By Order of the United Sates Department of Energy. 

Exclusion Area, 
Q 

 

Entering 
 

 Exclusion Area 
 

Classified Activities Permitted 
 

Q 
  

8.5.x11 Black on Blue Posted Inside: Laminated or 
Foam Board 

Limited Area, Q 

 

Entering  
 

Limited Area 
 

Classified Activities Permitted 
 

Q 
 

8.5.x11 Black on Blue Posted Inside: Laminated or 
Foam Board 

L in Area 

 

L-Cleared Person in Area 8.5.x11 Black on 
Orange 

Posted Inside: Laminated or 
Foam Board 
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U in Area 

 

Attention!  
 

Uncleared 
 

Person(s) 
 

in Area 

8.5x11 Red on White Posted Inside: Laminated or 
Foam Board 

Limited Area, Q 
or L 

 

Entering  
 

Limited Area 
 

Classified Activities Permitted 
 

Q or L 
 

8.5x11 Black on 
Blue/Yellow 

Posted Inside: Laminated or 
Foam Board 

Property 
Protection Area, 

U 

 

Entering  
 

Property Protection Area 
 

No Classified Activities Permitted 
 

U 
 

8.5x11 Black on Gray Posted Inside: Laminated or 
Foam Board 

Cell phones and 
2-way pagers 

 

Remove batteries from government cell phones and 
2-way pagers in this building.  

Personal/Non-government cell phones and two-way 
pagers are prohibited entirely in this area.  

Thank you. 

6x6 Blue/Red on 
White 

Posted Inside: Laminated or 
Foam Board 
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